OmniVista 3.5 Telnet Help

Getting Started with Telnet

From the Telnet application window, two main Telnet functions can be accessed:

o Establishing Telnet Sessions - Establishing and managing Telnet sessions involves
logging in to one or more devices and configuring the devices via supported CLI
commands. Note that OmniVista Telnet also supports SSHv2 enhanced Telnet
encryption.

e Telnet Scripting - Creating Telnet Scripting files involves manually creating a text-
based script file within OmniVista and then configuring one or more devices by applying
the file via Telnet. Users can also import existing text-based script files.

Establishing a Telnet Session

To establish a basic Telnet session with a device, begin by clicking open the Switches directory
in the Navigation Tree. One or more Subnet directories displays in the Tree. Click open the
applicable Subnet directory, then single-click on the icon or IP address of the desired device. A
Telnet session for the device launches automatically.

To establish a basic Telnet session in a new window, right-click a device's icon or IP address in
the Tree and select New Window —> Telnet. A new instance of OmniVista is opened and a
Telnet session to the corresponding device is launched.

Mavigation Tree

To establish a basic Telnet session, single-
Y click on the device in the Navigation Tree.

To establish a session in a new window, right-click
_-on the device and select New Window - Telnet.
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Note: If SSH has been configured as the preferred encryption type, the term SSH will be
used in the place of Telnet in OmniVista's pop-up menus, application buttons, etc.

If Automatic Login has not been configured for the device, enter the login ID and password for
the device in the Telnet window. If Automatic Login has been configured, OmniVista will enter
the login ID and password automatically.

After login is complete, the CLI command prompt displays. A successful Telnet session has been
established and the device is now ready to be managed and/or configured via the CLI.

Launching Telnet Sessions Using the Pull-Down Navigation Menu

Telnet sessions can also be launched from the pull-down menu located at the top of the main
Telnet window. However, be sure that a particular subnet has first been selected in the
Navigation Tree. When a subnet is selected, the pulldown menu lists all discovered devices in
that subnet. Simply scroll and click to select a device from the menu; a Telnet session for the
device launches automatically.
Telnet sessions can also be launched by selecting devices
from this pull-down menu. Be sure that a subnet directory

is highlighted in the Mavigation Tree, then scroll and click
to select a device. The session launches automatically,
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Note: Unlike the Navigation Tree, the pull-down navigation menu does not show
additional status information, such as a device's type or whether it is reachable.
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Managing Multiple Telnet Sessions

Multiple sessions can be launched and managed within the same instance of the Telnet
application. To establish multiple Telnet sessions, simply select multiple devices, one at a time,
from the Navigation Tree. A new tab displays for each session, with each tab indicating the IP
address for its corresponding session.

Multiple Telnet Sessions
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To access a particular Telnet session, click on the tab showing the device's IP address. The
corresponding Telnet window displays.

Note: Multiple Telnet sessions can also be launched from the pull-down menu located at the top
of the OmniVista window. Scroll and click to select devices from the pull-down menu; a Telnet
session for each device launches automatically and a new tab for each session displays.

Closing Telnet Sessions

To close a Telnet session, click the Disconnect button at the bottom of the Telnet window or
type exit at the command prompt.

If multiple sessions are being managed, clicking the Close Tab button disconnects a session and
also closes its corresponding tab. (Note that the Close Tab button is not available if only one
Telnet session is open.)
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Reestablishing Closed Sessions

When a session has been disconnected, it can be quickly reconnected by clicking the Telnet
button at the bottom of the Telnet window. If multiple sessions are being managed, be sure that
the tab for the desired device is selected before clicking the Telnet button. Otherwise, sessions
can be reestablished by following the steps described in "Establishing a Telnet Session™ on page
1 and "Managing Multiple Telnet Sessions™ on page 3.

Returning to the Main Telnet Window

To return to the main Telnet window (i.e., the window displayed when the Telnet application
was first launched), single-click the Switches directory in the Navigation Tree. The main Telnet
window, showing the Create Scripts, Send Script, and View Logs tabs displays.

Using Telnet Scripting

A Telnet script file is a text-based file used to configure one or more devices through
OmniVista's Telnet Scripting feature. Telnet scripting is especially useful in applying batch
updates or common configurations across multiple devices. A script file must contain only CLI
commands supported on AOS switches. When a script file is applied, each CLI command in the
file is sent to the device via Telnet.

Important Note: Before attempting to apply a script, OmniVista must know the user
name and password for each device being configured. Use Auto-Login to specify the
login information.

Users are not required to create script files using a third-party text editor. OmniVista provides a
text box where CLI commands can be manually entered from the Telnet application. During the
Telnet Scripting steps, these commands are saved to a script file (which can be accessed for
reference or future applications).

Creating Script Files

To create a script, click the New button. Enter a descriptive file name in the Enter Filename text
field. For example, new_vlan_configl. (The file extension .script will be added automatically
when the script file is saved.)

Press the Tab key or select the Enter Commands text box and enter the commands to be
applied to the switch via this script. Enter on command per line. The script can be a combination
of both CLI commands and JavaScript.

Note: Use of JavaScript requires Java 1.6.

Important Note: Operational commands that automatically issue a confirmation prompt
and require the user to type a response (like Y or N) are not supported in CLI script files.
Examples include takeover, reload, fsck, etc. Do not attempt to include these command
types in the script file. Instead, manually issue them via the standard CLI command line
prompt. These operations can also be issued on a device-by-device basis via WebView or
OmniVista.

Verify that the syntax of all commands is correct before proceeding. When finished, click the
Save button.
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Pre-Configured Telnet Scripts
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User Defined Variables

If you have specified variables within the script, the Set User Defined Scripting Variables
window is displayed when you click on the Send Script button. Click in the "Variable Value™
field next to the variable and enter value to be used, then click Send.

:;ii-l.-l. User Defined Scripting Yariables

Enter desired vabies inthe Variable Value® colismn, and press Send:
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Variables must be prefixed with '$' to show they are variables. The built-in variables are:

o $IP_ADDRESS - replaced automatically with target switch IP address.
« $BOOT_DIR - replaced automatically with target boot directory (ex: working).
e« $BASE_MAC - replaced automatically with target base MAC address.
e $CHASSIS_TYPE - replaced automatically with target chassis type.

e« $SYSTEM_OID - replaced automatically with target unique object ID.
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e $LOGIN_ID - replaced automatically with target FTP/Telnet login ID.

e $LOGIN_PWD - replaced automatically with target FTP/Telnet login password.

e $READ_PWD - replaced automatically with target community string for SNMP reading.

e« SWRITE_PWD - replaced automatically with target community string for SNMP
writing.

Importing Existing Script Files

Although OmniVista allows users to manually create script files within the Telnet application,
existing script files can also be imported. In other words, a file containing a set of CLI
commands can be accessed from a server or local drive and then applied to one or more devices.
This allows users to maintain a library of network configurations and then apply them to devices
in their network as needed.

Before importing a file to one or more devices, consider the following important guidelines:

e Any script file being imported must be text-based (ASCII).

« Although file extensions such as .txt and .ascii are supported, the file extension .script is
recommended.

e All CLI commands contained in the file must be AOS-supported. Also, operational
commands that automatically issue a confirmation prompt and require the user to type a
response (like Y or N) are not supported in CLI script files. Examples include takeover,
reload, fsck, etc.

e CLI commands must also be entered into the text file one command per line.

e Only one script file can be imported at a time.

To import a script file, click the Import button at the bottom of the main Telnet window. The
Import Scripting File dialog box displays. Use the dialog box's Look In pull-down menu to
locate the file being imported.

Note: If you are browsing for a file with an extension other than .script, be sure to select
Files of Type -> All Files in the dialog box, as shown:

When browsing for a file with
an extension other than .script
(e.g., .txt), be sure All Files is
selected from the Files of Type

menu.

3 Import Scripting File x|
Look in: |7 data | 3|50 Eglg
] i ] mibgache [ teinet
] cache [ il [ topology

Cdatabases [ opepldapib
Cldevices [ properties

Jicans 1 quagantine

] lists [ schipduler

ings [ tables

Fila Hame:

Filag of Type:  Seripl Flles (scriplh -
Files'

ript Files: (sCript) %




OmniVista 3.5 Telnet Help

Once the script file has been located, select the file in the dialog box window; the file name
displays in the File Name text field. Click the Import button.

Use the Leok In pulldown menu to browse
and locate the script file being imported.

Select the file in the dialog box window.
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Click the Import button.

Important Note: The script import procedure is not complete at this point. You must
click on the Send Script tab in the main Telnet window and follow the remaining steps in
order to send the script file to the device(s).

Editing Script Files

To edit a script file, select the file from the Filename list, then click Edit. The Enter Scripts
text box (which was previously grayed out) becomes active. The CLI commands contained in the
selected script file can now be deleted, modified, or appended. When the changes are complete,
click the Save button.

Important Note: When the changes are saved, the previous contents of the script file are
overwritten. To preserve the original contents of the file, be sure to make a backup copy
before editing.

Deleting Script Files
To delete a script file, select the file from the Filename list, then click Delete.

Note: When a file is deleted, it is permanently removed from the scripting_files directory. Once
a script file is deleted, it cannot be recovered.

Click Yes in the Warning dialog box.
£

I o | Selected file once delsisd can not b recmaersd.
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Deleting Multiple Script Files

Multiple log files can be deleted at once. To delete multiple script files, simply Control-click or
Shift-click all applicable files in the list before clicking Delete. Remember, however, that once
the files have been deleted, they cannot be recovered.

Using the OmniVista Telnet Application

OmniVista's Telnet application provides a feature set well beyond that of standard Telnet session
support. Features include:

Telnet support

Automatic login for one or more devices

Multiple Telnet session management

Telnet Script file support for one or more AOS devices
Secure Shell (SSHv2) support.

Opening the Telnet Application

There are two different ways to open the Telnet application. Telnet can either be accessed from
OmniVista's Task Bar, or from within another open OmniVista application, such as Topology,
VLAN:S, etc.

When the Task Bar is used, the main Telnet window is displayed. Sessions are not automatically
launched; instead, the user can choose a particular Telnet feature (e.g., Telnet Scripting) and
launch sessions to one or more devices as needed.

When Telnet is accessed from another open OmniVista application, a Telnet session with the
selected device launches automatically.

Opening Telnet from the Task Bar

To open the Telnet application from the Task Bar, click the Configuration group button, then
click the Telnet button.
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The main Telnet window allows users to access the two main Telnet functions:

o Establishing and Managing Telnet Sessions
o Creating or Importing Telnet Scripting Files

For more information on these functions, refer to the Getting Started with Telnet section.

Opening Telnet from Other Applications

Telnet sessions can also be launched from other OmniVista applications by right-clicking
devices in the Navigation tree. For example, from the VLANSs application, right-click on a
device listed in the tree and select Current Window -> Telnet or New Window -> Telnet from
the popup menu. Telnet will be opened directly from VLANS and a session to the selected device
will launch.

Note that launching a Telnet session in a new window allows users to preserve the current view
in an open OmniVista application. So, for example, if a user is viewing detailed configuration
information using the VLANS application and a Telnet session is needed for a quick
configuration change, launching the session in a new window may be preferred.

Navigating Telnet

The screen below shows key navigation components of the Telnet application. The left side of
the main Telnet window lists all discovered devices. To establish a telnet session, expand the tree
and select a device. The tabs on the right side of the screen are used to configure, apply, and
view telnet scripts.
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Create Scripts - A Telnet script file is a text-based file used to configure one or more

devices through OmniVista's Telnet scripting feature. You can create new telnet scripts or

import existing scripts.

devices.

Send Scripts - Once you have created a script, you must send that script to a device or

View Logs - Log files are created when you send a script to a device or devices. You can

view the log file by clicking on the View Logs tab and selecting the file.

To access the main Telnet window (shown), which provides access
the Telnet Scripting feature, click Switches in the MNavigation Tree.

To access a list of devices and directly launch a Telnet
session, click and expand the applicable subnet in the Tree.

You can also access switches and launch
Telnet sessions using the pull-down menu.
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Establishing a Basic Telnet Session

To establish a basic Telnet session with a device, begin by clicking the Switches directory in the
Navigation tree. One or more Subnet directories are displayed in the tree. Click the applicable
Subnet directory, and then single-click the icon or IP address of the desired device. A Telnet
session for the device launches automatically.

|
To discontinue the current
Telnet operation, click Cancel.

To establish a basic Telnet session in a new window, right-click a device's icon or IP address in
the tree and select New Window -> Telnet. A new instance of OmniVista is opened and a Telnet
session to the corresponding device is launched.
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Mavigation Tree

To establizsh a basic Telnet session, single-
. click on the device in the Mavigation Tree,

To establish a session in a new window, right-click
_-on the device and select New Window - Telnet.
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Note: If SSH has been configured as the preferred encryption type, the term SSH will be
used in the place of Telnet in OmniVista's pop-up menus, application buttons, etc.

If Automatic Login has not been configured for the device, enter the login ID and password for
the device in the Telnet window. If Automatic Login has been configured, OmniVista will enter
the login ID and password automatically.

After login is complete, the CLI command prompt is displayed. A successful Telnet session has
been established and the device is now ready to be managed and/or configured via the CLI.

Launching Telnet Sessions Using the Pull-Down Navigation Menu

Telnet sessions can also be launched from the pull-down menu located at the top of the main
Telnet window. However, be sure that a particular subnet has first been selected in the
Navigation tree. When a subnet is selected, the pull-down menu lists all discovered devices in
that subnet. Simply scroll and click to select a device from the menu; a Telnet session for the
device launches automatically.

11



OmniVista 3.5 Telnet Help

Telnet sessions can also be launched by selecting devices
from this pull-down menu. Be sure that a subnet directory
is highlighted in the Navigation Tree, then scroll and click
to select a device. The session launches automatically.
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Note: Unlike the Navigation tree, the pull-down navigation menu does not show
additional status information, such as a device's type or whether it is reachable.

Managing Multiple Telnet Sessions

Multiple sessions can be launched and managed within the same instance of the Telnet
application. To establish multiple Telnet sessions, simply select multiple devices, one at a time,
from the Navigation tree. A new tab is displayed for each session, with each tab indicating the IP
address for its corresponding session.
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Multiple Telnet Sessions
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To access a particular Telnet session, click the tab showing the device's IP address. The
corresponding Telnet window is displayed.

Note: Multiple Telnet sessions can be launched from the pulldown menu located at the
top of the OmniVista window also. Scroll and click to select devices from the pulldown
menu; a Telnet session for each device launches automatically and a new tab for each
session is displayed.

Closing Telnet Sessions

To close a Telnet session, click the Disconnect button at the bottom of the Telnet window or
type exit at the command prompt.

If multiple sessions are being managed, clicking the Close Tab button disconnects a session and
also closes its corresponding tab. (Note that the Close Tab button is not available if only one
Telnet session is open.)

Reestablishing Closed Sessions

When a session has been disconnected, it can be quickly reconnected by clicking the Telnet
button at the bottom of the Telnet window. If multiple sessions are being managed, be sure that
the tab for the desired device is selected before clicking the Telnet button. Otherwise, sessions
can be reestablished by following the steps described in the "Establishing a Basic Telnet
Session™ and "Managing Multiple Telnet Sessions" sections.
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Configuring Automatic Login

Automatic Login (also referred to as Auto-Login) allows users to pre-configure the user 1D and
password for one or more devices. This allows OmniVista to automatically log into a device
whenever a Telnet session is launched. In other words, the user is not required to type the user ID
or password when the Telnet session reaches the login prompt. Instead, the information is
entered automatically and the cursor is moved directly to the command prompt.

Important Note: Auto-Login is required whenever applying scripts and importing scripts
to a device. If Auto-login is not pre-configured for the device, a login error will result.

The Auto-Login feature can be configured on a device-by-device basis, or for multiple devices at
once. Note that when Auto-Login is configured, the changes are only applied to OmniVista's
Telnet login preferences. Login settings on the device itself are not affected.

Configuring Automatic Login for a Single Device

To configure Auto-Login for a single device, right-click the device in the Telnet navigation tree
and select Edit from the popup menu that displays.

Right-click on a device in the Mavigation Tree
and select Edit from the drop-down menu.
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The Edit-Discovery-Manager-entry dialog box is displayed. Enter the user ID and password
for the device in the Telnet/FTP User Name and Telnet/FTP Password text fields. If SSH

(Secure Shell) is the preferred Telnet encryption type, click the Prefer SSH checkbox. (When
this box is checked, future Telnet sessions for this device will use SSH.) Click the Allow Port
Disabling checkbox to enable port disabling for a device. By default, all devices prohibit port
disabling. When finished, click the OK button.
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Enter the User Name and
passwoerd for this device.

x|
General | SHEP Settings
Hanme: I P Address:

| E—
TeinetFTP User Mame: admin TelnetFTP Passward: [~
Trap Station Lser Name: Secondany Passward;

Can B Soen By SHMP Version
Milrminisirators
SHEME | v
Default
Hetwork Adminisirators Links Discmeny

Wiriters
Haniile as an OEM Dewce
If Secure Shell 55H is the
preferred Telnet encryption
Prefer S5H for this device, click the
Prefer SSH checkbox.

Shell Window

Quaranting
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To enable port disabling,
ok Cancel Help click the Allow Port Disabling
: L : ' checkbox.

Note: For information on verifying Auto-Login for one or more devices, refer to the
Verifying Automatic Login section.

When finished, click OK.

Configuring Automatic Login for Multiple Devices

Auto-Login for multiple devices is configured through OmniVista's Topology application.
Topology allows users to select multiple devices from a list and, in one step, specify the user ID
and password to be used for future Telnet sessions. SSH (Secure Shell) can also be set as the
default Telnet encryption for all selected devices.

To set up Auto-Login for multiple devices, start by opening the Topology application. (Topology
can be accessed via the Task Bar by clicking the Configuration group button and then the
Topology application button.)

When Topology launches, a list of all discovered devices is displayed. Using Control-click or
Shift-click, select the devices from the list. Right-click any of the selected devices. A pop-up
menu is displayed. Select Edit from the menu.
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Control-click or Shift-click to select multiple devices from

the list of discovered devices in the main Topology window.
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Right-click over any of the selected devices
and then select Edit from the popup menu that
displays,

The Edit Discovery Manager Entry dialog box is displayed. Enter the user ID and password for
the selected devices in the Telnet/FTP User Name and Telnet/FTP Password text fields. If
SSH (Secure Shell) is the preferred Telnet encryption type, click the Prefer SSH checkbox . (By
default, future Telnet sessions for the selected devices will use SSH.) Click the Allow Port
Disabling checkbox to enable port disabling for the selected devices. By default, all devices
prohibit port disabling. When finished, click the OK button.
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Verifying Automatic Login

Verify the Auto-Login setup by launching a Telnet session to a device where Auto-Login
information has been specified. When the session is launched, the user 1D and password fields
should be populated automatically and the cursor should move directly to the command prompt.

When finished, click QK.
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Note: If an Auto-Login error occurs (i.e., the Telnet connection times out), be sure that
the user ID and password for the device are correct and that the device is reachable. To
check whether a device is reachable, right-click the device in the Navigation Tree and
select Ping Node from the popup menu. The results of the ping are displayed in the
Status pane at the bottom of the main OmniVista window.

Creating Script Files

A Telnet script file is a text-based file used to configure one or more devices through
OmniVista's Telnet scripting feature. Telnet scripting is especially useful in applying batch
updates or common configurations across multiple devices. A script file can contain can be a
combination of both CLI commands and JavaScript. . When a script file is applied, each
command in the file is sent to the device via Telnet.

Important Note: Before attempting to apply a script, OmniVista must know the user
name and password for each device being configured. Use Auto-Login to specify the
login information.

Users are not required to create script files using a third-party text editor. OmniVista provides a
text box where CLI commands can be manually entered from the Telnet application. During the
Telnet Scripting steps, these commands are saved to a script file (which can be accessed for
reference or future applications). In addition, a log file containing status and troubleshooting
information is generated automatically. Follow the steps below to create a script.

1. Select the Create Scripts tab is selected and then click the New button.
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Enter commands in the Enter a descriptive filename
Enter Commands area in the Enter Filename field.
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Click Save when finished,

2. Enter a descriptive file name in the Enter Filename text field. For example, show_switch.
(The file extension .script will be added automatically when the script file is saved.)

3. Press the Tab key or select the Enter Commands text box. Enter the commands to be applied
to the switch via this script. Enter only one command per line.

Important Note: Operational commands that automatically issue a confirmation prompt and
require the user to type a response (like Y or N) are not supported in CLI script files. Examples
include takeover, reload, fsck, etc. Do not attempt to include these command types in the script
file. Instead, manually issue them via the standard CLI command line prompt. These operations
can also be issued on a device-by-device basis via WebView or OmniVista.

4. Verify that the syntax of all commands are correct before proceeding. When finished, click the
Save button.

When the Save button is clicked, the script entries are automatically saved to a .script file. This
file can be especially helpful if you want to save a particular configuration for later use. By
default, the file is saved in OmniVista's scripting_files directory on the server or local system.
This directory's location may vary, depending on the OmniVista installation, but can generally be
found at a path similar to the following:

Alcatel OmniVista 2500\data\telnet\scripting_files
Click on the Send Script tab to send the script to specific switches.
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Importing Existing Script Files

Although OmniVista allows users to manually create script files within the Telnet application,
existing script files can also be imported. In other words, a file containing a set of CLI
commands can be accessed from a server or local drive and then applied to one or more devices.
This allows users to maintain a library of network configurations and then apply them to devices
in their network as needed.

Before importing a file to one or more devices, consider the following important guidelines:

e Any script file being imported must be text-based (ASCII).

e Although file extensions such as .txt and .ascii are supported, the file extension .script is
recommended for browsing purposes.

e All CLI commands contained in the file must be AOS-supported. Also, operational
commands that automatically issue a confirmation prompt and require the user to type a
response (like Y or N) are not supported in CLI script files. Examples include takeover,
reload, fsck, etc. Do not attempt to include these command types in the script file.
Instead, manually issue them via the standard CLI command line prompt. These
operations can also be issued on a device-by-device basis via WebView or OmniVista.

e CLI commands must also be entered into the text file one command per line.

e Only one script file can be imported at a time.

To import a script file, click the Import button at the bottom of the main Telnet window. The
Import Scripting File dialog box displays. Use the dialog box's Look In pulldown menu to
locate the file being imported.

Note: If you are browsing for a file with an extension other than .script, be sure to select
Files of Type -> All Files in the dialog box, as shown:

When browsing for a file with
an extension ether than _seript
(e.g., .txt), be sure All Files is
selected from the Files of Type
menu.

e

Lok In: | data - || |5 | |88]8
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Filsa Namae:
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Files
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Once the script file has been located, select the file in the dialog box window; the file name
displays in the File Name text field. Click the Import button.

Use the Look In pulldown menu to browse
and locate the script file being imported.

Select the file in the dialog box window.

& Import Scripting File

L) config 2084073014001
| config1zonanzanxa
[} motsend.seript

FiloMame:  [corfip! 20040730,

Files of Type: Al Files -

| impon Cancel

f
Click the Import button.

Important Note: The script import procedure is not complete at this point. You must complete
the additional steps described below.

To continue the script import procedure, click the Send Script tab in the main Telnet window.
The script file selected from the Import Scripting File dialog box is displayed in the Filename
column.

Note: If the Filename column does not display, be sure the Send Script tab is selected
and, if needed, click the Back button until the column is displayed.

Select the script file in the Filename column and then click the Next button.
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Select the script file, then click Next,
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A list of discovered devices is displayed. From the list, select the device to which the file is being
imported and then click the Next button.

Note: Telnet Scripting's import file option supports multiple devices. If the script file is
to be applied to more than one device, simply Control-click or Shift-click all applicable
devices in the list before clicking Next. Remember, however, Auto-Login must first be
configured for all devices to which a file is being imported.

The commands in the script file are displayed in the Scripts Content window.

If the selected device is without a Telnet username/password, then a dialog box will pop up, to
allow you to enter the Telnet user name and password for the device. Enter the Telnet user name
and password, and then click the OK button to close the popup dialog box.

x|

Plnase specify all tha missing telnet login-name(sppassword{s) _{EL_"‘JJL_'_I
Hame Addrezs Llsamame Fassworm

[armniSwilch J100255.11. 244

OH Cancel

Click the Send Script button in the Send Script tab. The script file is now imported and applied
to the switch, and the status of the import operation is displayed.

Tip: If the file is not successfully imported (i.e., Percent Done does not reach 100), check the
status pane at the bottom of the main Telnet window for troubleshooting information. The most
common error when trying to import a file is missing login information. This can be corrected by
configuring Auto-Login for the device.

Reminder: Changes made to a device using a script file are applied only to the device's running
memory (i.e., RAM). If the device reboots or goes down unexpectedly, any unsaved changes will
be lost. To save changes to the device's Working directory, you must either use the OmniVista
Topology application or type write memory at the Telnet session command prompt. To save
changes using the Topology application, right-click the device from the main Topology window
and select Save to Working from the popup menu. If multiple devices have been configured
using the script file, be sure to save changes for each device.

Editing Script Files

To edit a script file, select the file from the Filename list, then click Edit. The Enter Scripts
text box (which was previously grayed out) becomes active. The CLI commands contained in the
selected script file can now be deleted, modified, or appended. When the changes are complete,
click the Save button.

Important Note: When the changes are saved, the previous contents of the script file are
overwritten. To preserve the original contents of the file, be sure to make a backup copy before
editing.

Deleting Script Files
To delete a script file, select the file from the Filename list, then click Delete.

Note: When a file is deleted, it is permanently removed from the scripting_files directory. Once
a script file is deleted, it cannot be recovered.

Click Yes in the Warning dialog box.
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x
o Selected file once deletsd can not b recmaernsd.
H |
[ho vy weand to cortines and dedete the salected Script File?

o] [t

Deleting Multiple Script Files

Multiple log files can be deleted at once. To delete multiple script files, simply Control-click or
Shift-click all applicable files in the list before clicking Delete. Remember, however, that once
the files have been deleted, they cannot be recovered.

Viewing Log Files
The View Logs tab allows users, on a command-by-command basis, to view Telnet Scripting
results. In other words, it displays whether the contents of a file were successfully applied to the

device. A log file also provides a record of a particular configuration, as well as effective
troubleshooting information, when applicable.

Unless an error has occurred, the log file will closely resemble the script file (i.e., it will list only
the CLI commands that were applied to the device). If an error has occurred, an error notification
displays in the log, following the CLI command that triggered the error. For more information,
see the example below:

Select a log file from the list,

Error messages (if any) display in the main
Logs window, along with the contents of the

script file.
3 OmniVista 2500 -  Application: Telnet  Window ol = nlil
E#e Edit Applcations View Hedp
[HD]E% [E & Swilches | = =1
= Telnet .t: Croate Scrigts | Senfl Script | Wiew Logs |
¢ Bp) Switthes : : : —
¢ M (0.0 0000
¥ 10.255.11 .59 | Fillename | Dala
10.255.11 60 |no_Quarantingd-20051314_14-33-25bag |Dee 14, 2005 1:33:26 PM
1025811 &1 10.255.11.60 | Kite_60| [save_config_snapshol20051214_14-30-51.109  |Diec 14, 2005 230:54 F |
10.255.11 .63
10.255.11 .97
10.255.11 102
10.355.11.103
1025611 104 Logs
10.255.11.111 - __
10.255.11.112 Welcome to the Alogrel Dmnifwicch 6000
10.255.11.119 Sofcwate Fersion 6(1,2,69.R01 Developsent, Novewber 08, 2005. |
10.255.11.120 |
102551110 Copyeighoic), L9%442005 Alcacel Incernecworking, Inc. All Righta ceaepved,
1025541 122
10,256.11.123 o
1035541 135 OmelSwivel (TH) i= teademark of Aleace]l Incepmerworking, Inc. cegisceped
10 3_35 11 .;;5 in the Mniced Jracds Pavent and Tredemack Office.
10.25511.127
10755111249 > prompt SEring 4>
10,956.491.130 -» no policy rulegluarantined
10.255.11 144 ERROE: Ho such rule -
10,255.11.148 = . bed
10.255.11.151
Daiete Expoit Help
1035591157 |- -
- e

As with the scripting files, log files are automatically stored on the server or local system. File
locations may vary, depending on the OmniVista installation, but can generally be found at a
path similar to the following:
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Alcatel OmniVista 2500\data\telnet\scripting_logs
Note: By default, log files are placed in a directory indicating the IP address of the
corresponding device.

Deleting Log Files

To delete a log file, select the file from the Filename list, then click Delete.

Note: When a file is deleted, it is permanently removed from the scripting_logs
directory. Once a log file is deleted, it cannot be recovered.

Click Yes in the Warning dialog box.
waming =]

[o Selected file once dilsdisd can not b recmaensd.
[ you wrand to contimes and delete the selected Script FleT

Yes Mo

Deleting Multiple Log Files

Multiple log files can be deleted at once. To delete multiple log files, simply Control-click or
Shift-click all applicable files in the list before clicking Delete. Remember, however, that once
the files have been deleted, they cannot be recovered.

Specifying SSH Session Preference

SSH (Secure Shell) provides Telnet sessions with enhanced encryption and security. SSH may be
mandatory for some device types. OmniVista uses SSH by default for those devices requiring
SSH. However, for AOS and other devices where SSH is optional, standard Telnet is the default
setting. To use SSH, the user must specify SSH either on a device-by-device basis, or on
multiple devices.

Specifying SSH on a Single Device

To specify SSH encryption on a single device, right-click the device in the Telnet Navigation
Tree and select Edit from the popup menu that displays.

The Edit-Discovery-Manager-entry dialog box displays. Click the checkbox next to Prefer
SSH. When this box is checked, future Telnet sessions for this device will use SSH. When
finished, click the OK button.

Specifying SSH on Multiple Devices

As with Auto-Login, specifying SSH for multiple devices is done through OmniVista's Topology
application. Topology allows users to select multiple devices from a list and, in one step, specify
the SSH preference for future Telnet sessions.

To set up SSH for multiple devices, start by opening the Topology application. (Topology can be
accessed via the Task Bar by clicking the Configuration group button and then the Topology
application button.)

When Topology launches, a list of all discovered devices displays. Using Control-click or Shift-
click, select the devices from the list. Right-click over any of the selected devices. A popup
menu displays. Select Edit from the menu.
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The Edit Discovery Manager Entry dialog box displays. Click the checkbox next to Prefer
SSH. Future Telnet sessions for the selected devices will use SSH. When finished, click the OK
button.

Creating and Using Telnet Scripts

A Telnet script file is a text-based file used to configure one or more devices through
OmniVista's Telnet Scripting feature. Telnet scripting is especially useful in applying batch
updates or common configurations across multiple devices. When a script file is applied, each
command in the file is sent to the device via Telnet.

Note: Before attempting to apply a script, OmniVista must know the user name and
password for each device being configured. Use Auto-Login to specify the login
information.

Users are not required to create script files using a third-party text editor. OmniVista provides a
text box where CLI commands can be manually entered from the Telnet application. During the
Telnet Scripting steps, these commands are saved to a script file (which can be accessed for
reference or future applications).

Pre-Configured Script Files

OmniVista includes pre-configured Telnet script files to automate some tasks. A brief
description of these scripts is provided below.

Pre-Configured Telnet Scripts

M DmniVista 2500 - Application: Telnet  Window:D =10 %]
File Edit Applcations View Help
NEE B ¢ @ & Swaches |~ =
= Telnel “ ¥ | Create Scripts | Send Script | View Logs
7 B Ewiiches ; TR
v Huoonowg | =
= 0255101 44 FilgEname | Lag! Modifcation Diale
10,255 11,68 {|2dd _SHNMP_users scrpt Mav 10, 2007 §:27-06 A =i
5 1075511 11 fictean_fiash script | Moy 10, 2007 5] [
1025511 122 || Ewebirnageclean scripl [ Mov 10, 2007 8.2 |
6 10.255.11.173 || Fewbimageclean scripl Moy 10, 2007 § i
3 10255 11 134 Wl install_mages. scripl Moy 10, 2007 § |
& 1025511 135 | no_Guarantined scripd Moy 10, 2007 3 UM |
10.255 11 176 || Guarantined.scipt Moy 12, 2007 4:50046 PM |
g 1026511127 || savie_confip_snapsholscripl Moy 10, 2007 377106 A |
10.255.11.178 ; shadmin_add SNMP_users scnigh Mgy 7, 2007 92658 AM
10255 11170 ' shadmin_clean_fash scnpl Moy 7, 2007 3 3658 AM
10,255 11 135 Il shadmin_Ewsbimageclaan.seript |Mav 7, 2007 02558 AW |
10258 11 151 . shadmin_Feebimageciaan script Moy T, 2007 63658 AM ==
10.35511.152 | B T : A B
= 10.25511.155 | Enter Filer
Al 10,2551 150 |
B 10.255.11.176 g (TR AN
- 1025511 183 [a
10.255.11.194
10.255.11.197
10.255.11 198
10.255.11.118 | -
10,256 11223 | . 3 =)
10,25511.225 How it Vol s Sipen tmaport .. ancel || Help
1025511 227 [=] | £ = =
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shadmin_Ewebimageclean.script - Removes all the web image files from an OmniSwitch 8800
switch. Prior to an FPGA upgrade (AOS Release 5.1.6), the web image files must be removed
due to flash size limitations. This script automates the removal process.

shadmin_Fwebimageclean.script - Removes all the web image files from an OmniSwitch
7700/7800 switch. Prior to an FPGA upgrade (AOS Release 5.1.6), the web image files must be
removed due to flash size limitations. This script automates the removal process.

shadmin_install_images.script - Runs the install images script.

shadmin_save_config_snapshot.script - Creates a snapshot of the certified and working
directory

shadmin_show_switch.script - Writes the switch information (System, Chassis, and Hardware
information) to a log file, that can be viewed by clicking on the View Logs Tab.

shadmin_sFlowTool_configuration.script - Configures sFlow for a switch. The sample script
below provides a syntax sample to show how a user can employ javascript for sending CLI
commands, Regular Expressions, Arrays, loops, debugging (cli.trace), strings, and comments.
See Creating New Script Files for more information.

Important Note: Use caution when using the shadmin_Ewebimageclean and
shadmin_Fwebimageclean scripts. Use the Resource Manager application to perform a
full backup on the switch prior to an upgrade.

<js>

[*for a 'passive’ sflow Collector modify the following line, otherwise comment out. Collector

configuration should precede Sampler and Poller*/

cli.sendCmd("sflow receiver 1 name sflowtool address 10.255.11.156 udp-port 6343 timeout O
version 4");

[*The following lines determine which NI's are installed in the AOS device, so Samplers and
Pollers are only configured on the active slots*/

cli.sendCmd("show module™);

var module = cli.lastResponse();

nilist = module.match(/NI-[0-9]{1,2}.*?/9);
cli.trace(nilist);

for (count=0; count < nilist.length; count++)

str = nilist[count].match("[0-9]{1,2}");

cli.trace(str);

for (i=1;1<=50; i++)

{

cli.sendCmd("sflow sampler 1 "+str+"/"+i+" receiver 1 rate 56 sample-hdr-size 128");
cli.sendCmd("sflow poller 1 "+str+"/"+i+" receiver 1 interval 5");

}
}

</js>
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show sflow agent
show sflow sampler
show sflow poller

Creating New Script Files
Follow the steps below to create a new script file.

1. Click the New button and enter a descriptive file name in the Enter Filename text field. For

example, show_switch. (The file extension .script will be added automatically when the script
file is saved.)

2. Press the Tab key or select the Enter Commands text box and enter the commands to be
applied to the switch via this script. Enter on command per line. The script can be a combination
of both CLI commands and JavaScript. You can also define variables to be used in the script.

Note: Use of JavaScript requires Java 1.6.
3. Verify that the syntax of all the commands is correct, then click the Save button.

Enter commands in the Enter a descriptive filename
Enter Commands area in the Enter Filename field.

d;, miniVista 2500 - Application: Telnet vWindow:0 =, Inlil
File Edit Applcations View Help
HIEE B (¢ @ & Switches | v =
= &';ﬂm 14 Creafe Scripts | Send Script | View Logs
# as - - i BE 1
v Hoaooowg : _ [ T
=i 10.255.11.44 Filenama | Last Modification Diate
10,355 11 60 add_SNMF_users seript | Mg 10, 2007 52706 AM ||
1025511 1 clean |ftash. script | Mg 10, 2007 57706 AM
10255 11172 Ewabinageclean scripl My 10, 2007 32706 AM
BB 1028511123 Fwahbimageclean. script | Mg 10, 2007 827106 AM
591025511124 installl images. seript [Py 10, 2007 G:27206 AM 11
& 10 755 11 175 no_ogarantined seript | Mg 10, 2007 52706 AM |
10.255.11.1 76 Quarantingd, script | Mgy 12, 2007 4:50046 PM 1
g 1025611137 [ - [|5ave_fonfip_snapsholscript | Mg 10, 2007 337106 AM
1025511 138 shadrpin_add_SHMP_users_ script | Mg 7, 2007 9:36:58 AW
10,255 11 174 shadrpin_clean_flash.scnpt | Mgy 7, 2007 9:36:58 AW
10,755.11.135 shadrpin_Ewebimageclean script [ Mgy 7, 2007 5:36-58 AM
1025511151 shadrpin_Feebimageciean script | Mgy T, 2007 92658 AM =
1025511 152 [ P
=i 10.255.11.155 Emarllrﬂg“m; shiw_switch
g 10.255.1.159
W 10,25511.176 Emter Commands:

- 1025511183 iDEe
1025511164
10.255.11.197
1025511 150
10.265.11.218
10.255.11 223 z a = : z T

10.255.11 225 | New Edit Delets Save Import .. || Cancel || Help
1025511 237 z i

show system
ishow chassis
s how handware info

|4

.

Click Save when finished,
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CLI and Java Scripts

Scripts
exampl

<js>
var dev

can be a combination of both CLI commands and JavaScript. The following is an
e of a Telnet application CLI script containing JavaScript:

script start -------------

type = cli.deviceType();

if (devtype.indexOf("0S68") > -1)
cli.sendCmd("lIs");

else if (

devtype.indexOf("0S62") > -1)

cli.sendCmd("dir");

else

cli.sendCmd("files");
if (devtype.indexOf("0S68") > -1)

{

cli.setT

imeout(3, 30);

cli.sendCmd("show log swlog");

else if (

cli.setT

devtype.indexOf("0S66") > -1)

imeout(5, 0);

cli.sendCmd("show log swlog");

}

printin("1 got: " + cli.lastResponse() );
cli.sendCmd("ls " + "SUSERVAR" ); /* user defined variable! */

Notice
used wi

script end -------------

in the above example, the usage of the variable “cli’. This is a built-in variable that can be
thin the scripting blocks. CLI offers the following functions:

sendCmd( String cmd ) allows the user to send a CLI command to the switch.
lastResponse() returns a string that represents the switch output from the last command
the user sent to the switch (whether the command was sent via JavaScript or just entered
as CLI in the cli script itself). deviceType() returns the same string as can be seen via the
Topology applications “Type” column.

setTimeout(minutes, seconds) allows a caller to specify a hint to the Telnet application
about how long it could take for the next command to return a response. In the example
above, the JavaScript specifies a timeout of 3 minutes and 30 seconds to apply to the next
command (show log swlog) if the device is something like a OS6800-48. It specifies 5
minutes if the device is something like a 0S6624. Some commands can be slow in
returning output to the Telnet/SSH session, so this can help prevent the scripting session
from timing out before a response is received. Once the session is receiving a response
from the command (e.qg., show log swlog), the default timeout will be automatically reset.
The user specified timeout does not take affect for the entire session, just the CLI
command used after the call to setTimeout(minutes, seconds). You may specify "0" for
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minutes or seconds according to what is needed. Negative numbers are converted to '0'
internally, thus ignored.

If both minutes and seconds contain either "0" and/or negative numbers, the timeout
request will be ignored. Therefore the minimum timeout will be 1 second (ex:
cli.setTimeout(0, 1); ).

o trace( String message ) logs any arbitrary string passed as its ‘“message’ argument to the
Telnet Audit Log. Can be contained in a variable for instance.

e expectPrompt( String prompt ) sets-up the particular script (running on whatever
devices) to expect a prompt that is not in the default collection of expected prompts. In
other words, it allows the user to temporarily add to the set of prompts that Telnet
scripting is hard-coded to recognize.

o deviceType() returns a string that contains the device’s type as seen in the Topology
application.

Enter only one command per line. Operational commands that automatically issue a confirmation
prompt and require the user to type a response (such as, Y or N) are not supported in CLI script
files. Examples include takeover, reload, fsck, etc. Do not attempt to include these command
types in the script file. Instead, manually issue them via the standard CLI command line prompt.
These operations can also be issued on a device-by-device basis via WebView or OmniVista.

User Defined Variables

If you have specified variables within the script, the Set User Defined Scripting Variables
window is displayed when you click on the Send Script button. Click in the "Variable Value"
field next to the variable and enter value to be used, then click Send.

€8 et User Defined Seripting Yariahles x|

Enter desired vahies inthe Variable Value® colemn, and préss Send:

Varable Mamd (préfi wilh 53 Wi able Valig !

Semd Help

Variables must be prefixed with '$' to show they are variables. The built-in variables are:

« $IP_ADDRESS - replaced automatically with target switch IP address.

« $BOOT _DIR - replaced automatically with target boot directory (ex: working).
e« $BASE_MAC - replaced automatically with target base MAC address.

e $CHASSIS_TYPE - replaced automatically with target chassis type.

e« $SYSTEM_OID - replaced automatically with target unique object ID.

e $LOGIN_ID - replaced automatically with target FTP/Telnet login ID.
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e« $LOGIN_PWD - replaced automatically with target FTP/Telnet login password.

« $READ_PWD - replaced automatically with target community string for SNMP reading.

e« S$WRITE_PWD - replaced automatically with target community string for SNMP
writing.

Script Directives

A tag, called <tapps> allows certain directives to the Telnet scripting application. <tapps> does
not use a scripting engine. It is a set of supported commands that tell the Telnet application how
to handle certain actions. For example, a user may write the following CLI script that uses all of
the supported <tapps> commands:

<tapps> set timeout 5 </tapps>

qos apply

<tapps> import another.script </tapps>
<tapps> second password </tapps>

set timeout: The above script specifies a timeout for the qos apply command. It performs the
same function as the previous Java Script example, but the user does not need to specify seconds.
However the user must always specify minutes (the minutes can be "0" if the user wants to
specify the timeout only in seconds).

Examples:
As shown above, to set a timeout of 5 minutes, only the minutes parameter is required:
<tapps> set timeout 5 </tapps>

qos apply

To set a timeout of 15 seconds, you must first specify 0 minutes, then 15 seconds:
<tapps> set timeout 0 15 </tapps>

qos apply

To set timeout of 5 minutes and 15 seconds, you would enter:
<tapps> set timeout 5 15 </tapps>

qos apply

Note: The set timeout command only applies to the next command in the script (e.g., qos
apply). Thereafter, the timeout reverts back to its default.

import script: The import script directive tells the Telnet application to insert the commands
from the specified script at that spot in the current script. This allows re-use of scripts by other
scripts. In the example above, if the Telnet application script named "another.script™ contained
only the command Is, then Is would be inserted at runtime at that point in the current script. The
log output for a running of the current script would show the command 'qos apply' sent, followed
by the command 'ls' being sent. Detection of loops takes place at strategic points in the Telnet
application on both the client and server sides.

second password: The second password directive tells the Telnet application to prepare to send
the password again. Some devices have a second login capability that requires the use of a
second password. This second password for a given device is set by the user via Topology when
a device is selected for Editing. The value in the Topology 'Secondary Password:' field will be
used by this new <tapps> feature as the password to set when or if the device prompts for a
password.
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Importing Existing Script Files

Although OmniVista allows users to manually create script files within the Telnet application,
existing script files can also be imported. In other words, a file containing a set of CLI
commands can be accessed from a server or local drive and then applied to one or more devices.
This allows users to maintain a library of network configurations and then apply them to devices
in their network as needed.

Before importing a file to one or more devices, consider the following important guidelines:

e Any script file being imported must be text-based (ASCII).

e Although file extensions such as .txt and .ascii are supported, the file extension .script is
recommended.

e All CLI commands contained in the file must be AOS-supported. Also, operational
commands that automatically issue a confirmation prompt and require the user to type a
response (such as, Y or N) are not supported in CLI script files. Examples include
takeover, reload, fsck, etc.

e CLI commands must also be entered into the text file one command per line.

e Only one script file can be imported at a time.

To import a script file, click the Import button at the bottom of the main Telnet window. The
Import Scripting File dialog box displays. Use the dialog box's Look In pulldown menu to
locate the file being imported.

Note: If you are browsing for a file with an extension other than .script, be sure to select
Files of Type -> All Files in the dialog box, as shown:

When browsing for a file with
an extension other than .seript

(e.g., .txt), be sure All Files is
selected from the Files of Type
menu.
=
Lookin: |5 data -| |FH| |52 Eglﬂ
] auda I mibcache [ teinet
- cache = il | topolomy

ldatabases [ opepldapii
Cldevices [ properties.

icons 3 quayantine

1 lists [T schedular

C1iogs [T tables

Filsa Name;

Fibes of Typeir: | Seripd Elles (scoripth -
Files

rigt Files {sCript) E%

Once the script file has been located, select the file in the dialog box window; the file name
displays in the File Name text field. Click the Import button.
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Use the Look In pulldown menu to browse
and locate the script file being imported.

Select the file in the dialog box window.

& Import Scripting File

Look in: ([ scrigting_files « | || |3 (] |BE] R
[Ty config 1200407 300sgript

| config1z0040730.

[} notsend.script

Filia Name: corfig 200407 30,14

Fileess of Typee: Al Files -

limjadiin Caiitel

i

|
Click the Import button.

Note: The script import procedure is not complete at this point. You must click on the Send
Script tab in the main Telnet window and follow the remaining steps in order to send the script
file to the device(s).

Editing Script Files

To edit a script file, select the file from the Filename list, and then click Edit. The Enter Scripts
text box (which was previously grayed out) becomes active. The CLI commands contained in the
selected script file can now be deleted, modified, or appended. When the changes are complete,
click the Save button.

Note: When the changes are saved, the previous contents of the script file are
overwritten. To preserve the original contents of the file, be sure to make a backup copy
before editing.

Deleting Script Files
To delete a script file, select the file from the Filename list, and then click Delete.

Note: When a file is deleted, it is permanently removed from the scripting_files
directory. Once a script file is deleted, it cannot be recovered.

Click Yes in the Warning dialog box:
x|

i -2 | Selected file once deletesd can not be receaernsd.
! Do you wrand to contimes and delete the selected Script FileT

s Ho

Deleting Multiple Script Files

Multiple log files can be deleted at once. To delete multiple script files, simply Control-click or
Shift-click all applicable files in the list before clicking Delete. Remember, however, that once
the files have been deleted, they cannot be recovered.
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Sending Script Files

You can send a script file to a single device or multiple devices in the network. To send a script
file to a device or devices, select the script file in the Filename column of the Send Script tab,
then click the Next button.

Note: You can also schedule a script to run at a later time.

"'E’_I]'u-lru'\'l-.!.a 2500 - Application: Telnet  Window:D :.imﬂ
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102551111
10.255.91.112
10.255.11.123
10.255.11.124
- 1025511135
1025511128
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1075511 153 shatmin_install_images script Wov 7, 2007 9.36:58 AM
;J 1026511 155 shadmin Q? Cuarantined scmpl Wow 7, 2007 936,58 AM
10,255 11.159 shagmin_Quarantined.scripl Naow 7. 2007 93658 AW e
E 1025511176 shiadmin_save_config_snapshol scripl R 7, 2007 9 36 58 AM
& 10755 11 183 shadmin_shaw_switch scripl Mov 7, 2007 93653 AM
10,256 11 194 icwe_sweitch seript New 12, 2007 5:20:45 PH .
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10.255.11.199
1025511118
10.255.11.223

= T T I -
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e

Select the script file, then click Next.

A list of discovered devices is displayed. Select the device(s) to which you want to send the
script. Note that "Auto-Login" must first be configured for all devices to which a file is being
sent.
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Select the device(es) you want to send the seript to.
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1029511150 | | |98 OS6850 48 157 |10.295.11.152 0SEE50-48K 5.31.813R01
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1029611 194 | | |EBVLAN-OSE324  [10.356.11.183 056300-24 1004
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1025611100 | | | OSR-Ssiol 10.255.11.197 OPNISIR-5 444198 L
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Then click Next.
After selecting the device(s), click the Next button. The Send Script Panel is displayed:
The Send Script Panel

& Teinet J | Create Scripts | Send Script |
+ Huoooowe :
whn, | e ;
.. =h 4]
nin |
o ke show hardware info

1025511104 |2 -
1025511196 |-
10,255,11.199
= 10.255.11.201
10.25511. 210

1025611118
10,255.11.225

10.25511.276
10.25511.227 |2 .
1025511 228 | The "send” status is displayed along
1025611220 |3 with the the device address(es)
10.255.11 230
10.255.11.232
testnt W
Sending Script Fileto: 1025511184
 Percent Completed = 100 [ -
<Back || wexic || SendScit || SchesueScript | cocer || wem
Data Appliction Type
Thu Oct 12 13:24:15 PDT 2006 Teinot _Info o file = | =
Thu Oct 12 15:24:15 POT 2006 Telnet info filgt =
Tiva Ot 12 13:24:15 POT 2006 Telnet Infy =
Ths Oct 12 13:24:15 POT 2008 F Teliet Inf script ik =
1] L | i l | ]
More detailed information is
displayed in the Status pane.
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Click the Send Script button. If the selected device does not have a Telnet username/password, a
dialog box will pop up to allow you to enter the Telnet username and password for the device.
Enter the Telnet username and password, and then click the OK button.

Note: The Telnet Scripting feature supports multiple devices. If the script file is to be
applied to more than one device, simply Control-click or Shift-click all applicable
devices in the list before clicking Next. Remember, however, Auto-Login must first be
configured for all devices to which a file is being applied.

If the selected device is without a Telnet username/password, then a dialog box will pop up, to
allow you to enter the Telnet user name and password for the device. Enter the user name and
password, and then click the OK button to close the pop-up dialog box.

R Telnet Lser 1D and Password k|
Please specify all the missing telnet Ingin-nameshpasswordis) (=5 5

Mame Andrezs Llzamame Fassworm
[armniSwilch J10.2¢ 511,244

0K Es Cancel

User Defined Variables

If you have specified variables within the script, the Set User Defined Scripting Variables
window is displayed when you click on the Send Script button. Click in the "Variable Value"
field next to the variable and enter value to be used, then click Send.

P et User Delfined Scripting Yariables = x|
Enter desired vakes inthe Variable Value® cohemn, and préss Sand:

Waniabhbe Mamd (préfic wilh $3 | WVariable Valud |
$omdl |
Fo |

Semd Heelp

Variables must be prefixed with '$' to show they are variables. The built-in variables are:

$1P_ADDRESS - replaced automatically with target switch IP address.

$BOOT_DIR - replaced automatically with target boot directory (ex: working).
$BASE_MAC - replaced automatically with target base MAC address.
$CHASSIS_TYPE - replaced automatically with target chassis type.

$SYSTEM_OID - replaced automatically with target unique object ID.

$LOGIN_ID - replaced automatically with target FTP/Telnet login ID.

$LOGIN_PWD - replaced automatically with target FTP/Telnet login password.
$READ_PWD - replaced automatically with target community string for SNMP reading.
$SWRITE_PWD - replaced automatically with target community string for SNMP
writing.
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Scheduling a Script

OmniVista allows you to schedule scripts to run at a later time. You can schedule a script to run
a single time, or schedule the script to run at regular intervals. To schedule a script to run at a
later time, click the Schedule Script button at the bottom of the Send Script tab. The Schedule
Script window appears.

Schedule Window

& schedule Script 3 |
Start Time:  |Oct 12, 2006 4:19:19 PM H~!
Time Interval: |2 % howr{s) -

Schedule interal

Description

OK Cancel Help

Enter the date and time for the script to run in the Start Time field. To run the script just once,
leave the Time Interval field black and click the OK button. To run the script at regular
intervals, enter a value in the Time Interval field, and select a time period from the drop-down
menu to the right (e.g., Hours, Days, Weeks), then click the OK button.

Note: If a time interval is not specified, there will not be any recurrence by default. To view,
reschedule, or remove a scheduled job, use the Schedule application. Results from the running of
a scheduled script are written to the Telnet Log.

Tips for Sending Scripts

If the file is not successfully applied ( "Percent Completed™ does not reach 100), check the Status
Pane at the bottom of the main Telnet window for troubleshooting information. The most
common error when trying to apply a file is missing login information. This can be corrected by
configuring Auto-Login for the device. Status information for each of the CLI commands applied
can be viewed by clicking the View Logs tab in the main Telnet window.

Important Note: Changes made to a device using a script file are applied only to the
device's running memory (i.e., RAM). If the device reboots or goes down unexpectedly,
any unsaved changes will be lost. To save changes to the device's Working directory, you
must either use the OmniVista Topology application or type write memory at the Telnet
session command prompt. To save changes using the Topology application, right-click
the device from the main Topology window and select Save to Working from the pop-up
menu. If multiple devices have been configured using the script file, be sure to save
changes for each device.
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Viewing Log Files

The View Logs tab allows users, on a command-by-command basis, to view Telnet Scripting
results. In other words, it displays whether the contents of a file were successfully applied to the
device. A log file also provides a record of a particular configuration, as well as effective
troubleshooting information, when applicable.

Unless an error has occurred, the log file will closely resemble the script file (i.e., it will list only
the CLI1 commands that were applied to the device). If an error occurs, an error notification is
displayed in the log, following the CLI command that triggered the error. For more information,
see the example below:

Select a leg file from the list.

Error messages (if any) display in the main
Logs window, along with the contents of the
script file.

& Omnivista 2500 - Application: Telnet  Windew ol o =] |
E#a Edit Appecations  View Helg
EERE ) g -
= Telnet Croste Scrighs | Send Script | View Logs |
¢ g Ewiiches : : : —
¢ Hoooom ﬁ_ﬁllﬁl
10.255.11 55 | Filaname Data |
10.255.11 6D |no_Quarantingd-20051314_14-33-25bag |Dec 14, 2005 23326 PW |
i ;,‘l“ 11 61 10.255.11.60  |Kite_60| |sawe_confg_snapshol-20051214_14-30-51.00g  [Dec 14, 2005 23054 P |
10.255.11.63
10,255.11 87
10.255.11.102
10.255.11.103 L
10,2561 104 g
10.255.11.111 -5 a
10.255.11.112 Welcowe co The Alcgrel OmndSwicch 6000
10.255.11.119 Sofruate Fersion §)1.2.69.R01 Development, Novewber 05, 2005.
10.256.11.120
19331 1110 Copyrighcie), LP%42005 Alcacel Incepnecworking, Inc. All Bighta cesexved,
10.255.11.1232 e
1025511123 i : ; :
1035541 175 Oepifwitch(TH) iz teademark of Aloacel Internecworking, Inc. cegiaceced
10 3:-‘ 1195 in the Miced jracss Pacent and Trademark Office.
10255011 037
10.15511.119 -» prompt =Ering 4>
05541 130 -» oo policy rulegluarantined
10.255.11.144 ERROR: Ko such rule
-
10,256.11.148 —
10.255.11.15 [
10 J;i 11153 |» Detete S e
- —

Deleting Log Files
To delete a log file, select the file from the Filename list, and then click Delete.

As with the scripting files, log files are automatically stored on the server or local system. File
locations may vary, depending on the OmniVista installation, but can generally be found at a
path similar to the following:

Alcatel OmniVista 2500\data\telnet\scripting_logs

Note: By default, log files are placed in a directory indicating the IP address of the
corresponding device.

Note: When a file is deleted, it is permanently removed from the scripting_logs
directory. Once a log file is deleted, it cannot be recovered.
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Click Yes in the Warning dialog box.
=

) | Selected file once dilsdisd can not b recmaensd.
-
[k youl wrand to cortimes and dedete the salected Script File?

tes || ho

Deleting Multiple Log Files

Multiple log files can be deleted at once. To delete multiple log files, simply Control-click or
Shift-click all applicable files in the list before clicking Delete. However, remember that once
the files have been deleted, they cannot be recovered.

Exporting Log Files

To export a log file, select the file from the Filename list, and then click Export. A dialog box
will be displayed. This dialog box will help you export the selected log file to a directory of your
choice.

Use the Look In pulldown menu to
browse and locate the Log file.

-3. Select Emport Script’s Log Directory 3 ﬁl

Lookin: |[SLogs -] (=== B

Directory Mame:  |CDocuments and SatingsibrewsieiDes Hopilogs
Filiess: af Typee: =

Expirt Cancel

[}

Click the Export button.
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